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Configuring Multicast networking in a Layer 3 domain 
 
In this topology both the sender 10.0.0.1/24 and receiver 40.0.0.1/24 are connected to the 
different subnets: 

• Receiver 10.0.0.1 is connected to VLAN 10 of MLS1 within vlan 10 (3750) has IP 
address 10.0.0.253. 

• The MLS1 has a L3 interface at using IP address 20.0.0.253/24 towards  MLS2. MLS2 
uses 20.0.0.254/24. 

• MLS2 also has a L3 interface set to 30.0.0.254/24 and Router R1 has an IP address set 
to 30.0.0.253/24. 

• R1 also has an IP address set to 40.0.0.253/24 which connects to the Sender subnet. 
• Sender 40.0.0.1 is connected via 2900 Router within the sender subnet. 
• The MLS1,2 and R1 devices will be deploying IP PIM SPARSE-MODE and Bootstrap 

routing for the discovery of the Rendezvous-point (RP). RP will be MLS2. 
• The MLS1,2 and R1 devices will be using OSPF to redistribute all routes. 

 

1. Configuring the Multicast L3 infrastructure 
On all 3 network devices, IP multicasting is enabled: 
(config)#ip multicast-routing [distributed] 
 
On all L3 interfaces including the VLAN interfaces, IP PIM sparse-mode is enabled: 
interface FastEthernet1/0/27 
ip pim sparse-mode 
 
  
Verification of PIM neighbors: 
The PIM adjacency is verified on all 3 devices: 
R1#sh ip pim neighbor  
PIM Neighbor Table 
Mode: B - Bidir Capable, DR - Designated Router, N - Default DR Priority, 
      S - State Refresh Capable 
Neighbor          Interface                Uptime/Expires    Ver   DR 
Address                                                            
Prio/Mode 
30.0.0.254        FastEthernet0/0          00:04:55/00:01:19 v2    1 / DR S 
 
MLS2#do sh ip pim neigh 
PIM Neighbor Table 
Mode: B - Bidir Capable, DR - Designated Router, N - Default DR Priority, 
      P - Proxy Capable, S - State Refresh Capable 
Neighbor          Interface                Uptime/Expires    Ver   DR 
Address                                                            
Prio/Mode 
30.0.0.253        FastEthernet1/0/27       00:08:46/00:01:20 v2    1 / S 
20.0.0.253        FastEthernet1/0/47       00:00:33/00:01:41 v2    1 / S P 
 
MLS1#sh ip pim neighbor  
PIM Neighbor Table 
Mode: B - Bidir Capable, DR - Designated Router, N - Default DR Priority, 
      P - Proxy Capable, S - State Refresh Capable 
Neighbor          Interface                Uptime/Expires    Ver   DR 
Address                                                            
Prio/Mode 
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20.0.0.254     FastEthernet2/0/47       00:02:23/00:01:19 v2    1 / DR S P 
 

2. Assigning the RP 
To assign the RP on MLS2 (the device in the middle), we will use BSR and verify the 
discovery on both end devices MLS1 and R1. 
 
On MLS2 the interface fa1/0/27 is used which contains the 30.0.0.254 address : 
MLS2(config)# ip pim rp-candidate fastEthernet 1/0/27 
MLS2(config)# ip pim bsr-candidate fastEthernet 1/0/27 
 
Verify that the BSR Router has been found on the other devices: 
R1#show ip pim bsr-router  
PIMv2 Bootstrap information 
  BSR address: 30.0.0.254 (?) 
  Uptime:      00:00:33, BSR Priority: 0, Hash mask length: 0 
  Expires:     00:01:36 
 
MLS1#sh ip pim bsr-router  
PIMv2 Bootstrap information 
  BSR address: 30.0.0.254 (?) 
  Uptime:      00:00:06, BSR Priority: 0, Hash mask length: 0 
  Expires:     00:02:03 
 

3. First verification of Multicasting 
At this stage, the first Multicast verification will be performed. On the receiver, VLC is 
started and configured to listen to multicast feed RTP://239.100.100.100:1234. 
 
Now we’ll first verify whether IGMP and IGMP snooping has recognized the interest of the 
receiver for the multicast feed: 
 
MLS1#show ip igmp membership  
[…] 
Channel/Group                  Reporter        Uptime   Exp.  Flags  
Interface  
 *,239.100.100.100             10.0.0.1        00:00:51 02:25 2A     Vl10 
 
MLS1#show ip igmp groups  
IGMP Connected Group Membership 
Group Address    Interface                Uptime    Expires   Last Reporter   
Group Accounted 
239.100.100.100  Vlan10                   00:00:57  00:02:19  10.0.0.1      
 
 
Note: 224.0.1.40 is auto-configured for use by autorp. 
 
MLS2 also shows the existence of the IGMP group as MLS1 has PIM joined the group 
239.100.100.100 towards the RP: 
MLS2#sh ip mroute  
[…] 
(*, 239.100.100.100), 00:03:49/00:02:38, RP 30.0.0.254, flags: S 
  Incoming interface: Null, RPF nbr 0.0.0.0 
  Outgoing interface list: 
    FastEthernet1/0/47, Forward/Sparse, 00:03:49/00:02:38 
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As R1 (connected to the sender) has not seen the PIM JOIN since it is not in the Route 
between MLS2 and the RP, it is now aware of the Mcast route. So “show ip mroute” will 
not reveal anything. 
 
Since a lot can go wrong at this stage, we’ll first try a multicast PING from R1 through MLS2 
towards MLS1 and the VLC receiver: 
 
R1#ping 239.100.100.100 
Type escape sequence to abort. 
Sending 1, 100-byte ICMP Echos to 239.100.100.100, timeout is 2 seconds: 
 
Reply to request 0 from 10.0.0.1, 4 ms 
Reply to request 0 from 10.0.0.1, 8 ms 
 
Multicasting seems to work. Can the SENDER at this stage also multicast to the receiver? 
The OsX sender CAN NOT: 
$ ping 239.100.100.100 
PING 239.100.100.100 (239.100.100.100): 56 data bytes 
Request timeout for icmp_seq 0 
Request timeout for icmp_seq 1 
 
Why does this not work?! The reason for this is that the default PING client uses a TTL of 
1!!!! See the Wireshark output: 

 
 
 
So let’s try again with a TTL of eg 5: 
$ ping 239.100.100.100 -T 5 
PING 239.100.100.100 (239.100.100.100): 56 data bytes 
64 bytes from 10.0.0.1: icmp_seq=0 ttl=61 time=5.323 ms 
64 bytes from 10.0.0.1: icmp_seq=1 ttl=61 time=2.657 ms 
64 bytes from 10.0.0.1: icmp_seq=1 ttl=61 time=2.671 ms 
 
Note that there is a special TTL – option for multicasting in OsX. (-T as opposed to -m for 
unicast TTL values). 
 
At this stage, the Sender will perform a Multicast transmission using VLC : 
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VLC and multicasting can be a can of worms. Please make sure you are on a version that 
“works” (trial and error..) and as is often the case, Windows can be a pain as well. (firewalls 
that will not be disabled etc.) 
 
At this stage.. PING works but NOT VLC! 
 
The reason is once more revealed by the trusted Wireshark: 

 
Once more it is due to the TTL value in VLC.  
 
It is the GUI in VLC that seems to not pass the TTL value to the application. As always: NEVER 
TRUST A GUI! 
So for now we will set the TTL by hand on the CLI to see whether that improves things: 
 
It can be fiddly to work out the CLI options, the following has worked on version 3.0.8 on 
OsX. 
 
/Applications/VLC.app/Contents/MacOS $ ./VLC -vvv 
/Users/pimleemans/Downloads/complete/TNM-e-night-manager-S01E05-NPO1-HD-
AVROTROS-20170324/The_night_manager_S01E05_NPO1_HD_AVROTROS_20170324.m2ts -
-ttl 7 --sout=udp://239.100.100.100:5004 
 
On the client, use the GUI and listen to Multicast 239.100.100.100, UDP (not RTP) port 5004. 
Alternatively you can specify the client URL udp://@239.100.100.100:5004. 
DO NOT forget the ‘@’ as this will cause the clients not to send an IGMP 
report. 
 
Since on the Sender side no transcoding is performed, there should not be a lot of latency in 
the video. 
 
To get VLC working under Windows on receiver IP address 10.0.0.2 : 

1. Make sure that you ethernet interface is favored for multicasting -> check with route 
print -4. IT PROBABLY IS NOT. 

2. The lowest metric multicast route is used, it is the 224.0.0.0 route you are looking 
for. 

3. Change the existing multicast route metric if need be: 
4. As administrator, use route change 224.0.0.0 mask 240.0.0.0 10.0.0.2 

metric 50. Here 20.0.0.2 is the Windows unicast address of the Interface you want 
to receive the multicast stream on. 

5. Start Wireshark first and specify “igmp” as filter, so snoop for IGMP membership 
reports that should be crafted from the Windows VLC client in a moment. 
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6. Now start the vlc client with a simple URL 
              udp://@239.100.100.100:5004 –miface=10.0.0.2 in the GUI. 

7. Once you have started listening, verify on the first switch with “show ip igmp 
membership” that the client has sent an IGMP membership report. If it did, then 
remove the igmp filter in Wireshark on the Windows PC and you should see the 
Multicast stream being forwarded. If need be, configure “debug ip igmp” on the 
switch to verify the membership reports. Do not forget to stop them afterwards. 

8. If it doesn’t work from Windows (typical), RESTART Windows… I know, it’s pathetic. 
 

9. To get an Axis 1025 Cam to multicast 
Provide the cam with a fixed IP address once it’s booted, do not use DHCP. The Axis cam 
tends to auto-configure to 192.168.0.90/24 if no DHCP server is found. 
 
Configure the cam to always multicast: System Options à Network à RTP. Set the TTL to 
eg 10. Make sure that “Always Multicast Video” is selected and saved. 
 
 
Start a VLC session to the following URL:  
http://<UNICAST IP address>/axis-cgi/alwaysmulti.sdp?camera=1 
 
You should be prompted for your camera credentials. 
 
This UNIcast call will initiate the Multicast feed and also send an IGMP  Memberhsip 
report!! 
 
From now on you should see that the feed is routed towards your receiver using Multicasting. 
(verify this with Wireshark) 


